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1 Introduction

The Session Initiation Protocol (SIP), defined by RFC2543, was conceived and designed to establish multi-media sessions between intelligent endpoints, either with or without assistance from any intelligent agent (e.g. CSCF) provided by the network operator.  However, several services expected by subscribers depend on authentication and authorization services provided by that intelligent agent.  It is therefore essential that the 3GPP application of SIP enforce various restrictions that guarantee the authentication and authorization provided by the CSCF is not circumvented .

An example is the popular ‘Caller-ID’ service.  The identity of the call originator must be established by the CSCF for delivery to the destination.  In SIP, the call originator conveys its identity in the initial INVITE.  If the call originator is allowed to offer any caller-identification it desires, the service may be useless to the destination.  Thus, a trusted CSCF must authenticate the caller identity that is provided by the endpoint.  Further, if the call originator desires the caller-id to be blocked (a simple form of privacy), the call originator is depending on the CSCF to not deliver the caller identity information to the terminating party.  It is possible to achieve these goals within the SIP framework through several extensions to SIP that have been proposed as Internet-Drafts, which are described below..

Regulatory requirements also affect this service.  The ability to trace harassing or obscene calls is required whether the originator requested caller-id-blocking or not.  Therefore the CSCF at the destination absolutely requires the accurate identity of the caller, even if it is not presented to the subscriber.  Support for regulatory requirements has also been addressed in several Internet-Drafts which are described below.

2 Trust Boundary

In general, the 3GPP architecture needs to define a boundary around the network elements owned and administered by the network operator, and those that are under the control of subscribers.

Technological solutions such as SIMs may be able to secure a portion of the UE, and guarantee that only messages and data conformant with the 3GPP specifications are sent by that portion of the UE.  However, with current technology, updating software in a SIM is difficult, and the software implementation of a SIP User Agent is too large and complex to envision inclusion in a security module.

Many control message exchanges need to be performed between the CSCF and the UE in order to offer any service.  If any of the critical messages are generated by a modified SIP user agent, perhaps by a malicious user, the service will not work as intended by the network operator.  We can assume that any modifications to control messages will be in the malicious user’s best interests in obtaining the service either better, faster, or cheaper than would otherwise be offered.  Two very simple examples possible with SIP signaling are: (1) one or both endpoints not acknowledging call completion, but using the two-way communication path during the time the CSCF believes the destination is ringing; and (2) one or both endpoints signaling a call termination, but continuing to utilize the communication path.

Detecting UE corruption that results in service failures is probably not worthwhile, except as a potential warning to the network security department.

It is therefore recommended that the 3GPP specifications for UE-CSCF signaling, i.e. the Gm reference point, assume that every message that is sent by the UE may have been generated by a modified SIP user agent, perhaps by a malicious user.  While we assume that 3GPP will use a standard profile of SIP, the modified UE may generate messages that deviate from that standard if it is advantageous to the user.  Whenever such a message results in unauthorized use of the service, or breaks the service, it must be detected and controlled by the CSCF.

3 SIP Extensions

At a high level, the wireless architecture is very similar to that of the cable environment.  The endpoints are under the control of the subscriber, and potentially subject to hacking of the UE.  These (possibly hacked) endpoints provide critical signaling messages to the network operator, who must therefore protect the network from service affecting problems, and protect the operator’s revenue stream from theft of service.

Several current Internet-Drafts deal specifically with this problem of ‘Untrusted User Agents’.  All are available on the IETF web site, ftp://ftp.ietf.org/internet-drafts/.  These are all standards-track documents.

Draft-dcsgroup-sip-privacy-02 deals with the problems of providing privacy to the subscribers, while protecting the network from misuse and meeting regulatory requirements.  This draft introduces a special header “Remote-Party-ID” which can be altered by the SIP Proxy (i.e. CSCF) as needed to verify the calling/called party, and provide or block to the called/calling party.  To implement services such as ‘call-return’ when the caller-id was blocked, the ‘Remote-Party-ID’ has a mechanism for the SIP Proxy to encrypt the identity information into a special format URL.

An additional header “Anonymity” allows an originating SIP user agent to indicate the degree of privacy that should be provided to its session.  When the User Agent requests anonymity, there are a number of other SIP headers that require careful encoding, such as From (needs the display name set to a cryptographically random identifier and hostname to ‘localhost’), To (likewise, to not reveal details of the dialing plan used to reach the destination), and Call-ID (likewise, to not reveal the originating host name).

Furthermore, the issue of privacy in an IP environment is more complicated than in the PSTN, as the caller and callee will normally exchange IP traffic directly and the IP address information itself may reveal some identity information.  The issue of IP address privacy for both the caller and callee is also addressed in this draft.

Draft-dcsgroup-sip-call-auth-02 deals with authorization of network resources for a session, where such resources are considered critical and only available for sessions authorized by the network operator.  The draft introduces a special header “Media-Authorization” with contains a token needed by the UE in requesting the bearer resources.  The QoS authorization sent to the GGSN would contain the same token, enabling the GGSN to correctly allocate scarce resources.

Draft-manyfolks-sip-resource-01 contains extensions needed to coordinate the call signaling with resource allocation, in order to make sure resources are available before alerting the destination subscriber of an incoming call.  This is important to carriers in prevention of ‘call defects’.

4 SIP Extensions specific for 3GPP

Some aspects of network operator’s business are not supported by the SIP specification, such as usage accounting, operator services, and electronic surveillance.  Extensions specific to 3GPP will be required for these, as it is not likely that these extensions would be defined by the IETF.

The informational-track IETF document, draft-dcsgroup-sip-proxy-proxy-02, contains specification for additional headers needed for the Cable-Telephony environment, and procedures for their use.  This document provides the following functionality needed in that environment, which may be also useful for 3GPP:

Call-Trace
an additional header needed by a User Agent to identify the remote party of a harassing or obscene call.

OSPS

an additional header needed to support Operator services such as

Busy-Line-Verification and Emergency-Interrupt

Billing-ID and Billing-Info

two additional headers that provide an operator-specified correlation identifier that can appear in all the CDR records for the call, and charging information for the call.  The procedures cover the current PSTN charging semantics of call-forwarding and call-transfer, where the forwarder/transferer is charged for a portion of the resulting call.

Transfer and Three-way-calling
two additional headers that combine to provide sufficient call control to enable call-transfer and three-way-calling.  Other mechanisms are currently being considered in IETF for enabling these services.

Electronic Surveillance

two additional headers that provide the signaling support needed to comply with the US CALEA statute.

5 Examples

Several example call flows are included in draft-dcsgroup-sip-arch-02, an informational-track document.  These include:

· basic calls, 

· call-forwarding-unconditional, 

· call-forwarding-busy, 

· call-forward-no-answer, 

· call-forward-UE-unavailable, 

· return-call, 

· customer-originated-trace, 

· call-waiting, 

· call-transfer-blind, 

· call-transfer-consultative, 

· three-way-calling (with network bridge), 

· mid-call-codec-change, 

· operator-busy-line-verification, 

· operator-emergency-interrupt, 

· call-forwarding-unconditional with forwarder under surveillance, 

· call-transfer-blind with transferer under surveillance, 

· call-transfer-consultative with transferer under surveillance, and

· ip-address-privacy with an application-level anonymizer

Other documents available to provide examples that may be useful for 3GPP are:

PacketCable DCS specification, available at http://www.softarmor.com/sipwg/drafts/dcsdraft2.pdf and at ftp://ftp.cablelabs.com/put/ietfdocs/dcsdraft2.pdf
PacketCable Electronic Surveillance Specification, available at http://www.packetcable.com/specs/pkt-sp-esp-i01-991229.pdf
PacketCable Electronic Surveillance Technical Report, available at http://www.packetcable/com/specs/pkt-tr-escf-V01-991229.pdf
6 Recommendation

It is recommended that 3GPP base its specification of the Gm and Mw reference points on the above-mentioned internet-drafts.




















































